BUSINESS IMPACT ANALYSIS
INTRODUCTION

Business Impact Analysis

The Business Impact Analysis (BIA) is the foundation upon which the whole of the business continuity process is built.

The purpose of the BIA is to help you understand your business in order to work out what is crucial to it.  Everything you do within your business is important or you would not do it.  However, some things are vitally important to the running of the business whereas others play a lesser role.

If a disruption/incident occurs you may be unable to put everything right at once.  The BIA helps you identify what you need to prioritise and what you can put on hold and re-instate later on.

It is essential that this planning is done at a time of “business as usual” and not during an incident.
The BIA should be completed by a person(s) with good knowledge and overview of the business.

Depending on the size of the business/organisation it may be necessary to complete more than one BIA.  If the business is relatively small, with a limited number of staff, one BIA for the whole business should suffice.  If the business has a number of different departments within such as HR, Finance, etc. it may be necessary to complete a BIA for each department.

1. Firstly you need to establish the scope of your BIA.

Please state in TABLE A:

· The name of your business/department

· The number of staff within your business/department by job title

· The site location of your business/department

· In the event that your business/department is spread over a number of different sites please give staff numbers by job title at each location

· Please provide a very brief description of what your business/department is responsible for

TABLE A
	Business/Department Name
	Number of staff by job title
	Location
	Brief description of work

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


2. Once you have established the scope of your BIA you need to identify in more detail the work carried out by your business/department.
In TABLE B:

· Please list all products/services generated by your business/department

· Consider any dependencies/inter relationships you have, e.g. a reliance on a supplier(s), on a partner(s) undertaking some of the work, on I.T.  Who is dependent on your product/service, e.g. the public, other businesses, departments within your own business/organisation

TABLE B
	Products/Services
	Dependencies/Inter relationships

	1.
	

	2.
	

	3.
	

	4.
	

	5.
	

	6.
	

	7.
	

	8.
	


3. You need to consider any specific risks which may impact your products/services.  To help you recognise specific risks please see APPENDIX 1.
You should list your products/services again in TABLE C and then insert the specific risks/threats you face.

TABLE C
	Products/Services
	Risks/Threats
	Likelihood H/M/L

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


This information will be taken forward when you look at your recovery options.
4. Following a disruptive incident you need to get your products/services back up and running within certain timeframes.  Consider your “maximum tolerable period of disruption” MTPOD for each of product/service.  This is the point at which the situation would become irrecoverable if the product/service remained undelivered.  To ensure that you never reach the MTPOD you should decide upon a realistic Recovery Time Objective (RTO), an earlier point in time.  Please indicate with an “X” in TABLE D the RTO for each product/service.
TABLE D
	Recovery Time Objective for each product/service

	Products/Services
	0-24 hours
	24 hours to 2 days
	2 days to 1 week
	1 to 2 weeks
	2 weeks to 1 month
	1 month and over
	Comments

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Some products/services may be seasonal – if so indicate in the Comments box

5. Following a disruptive incident many products/services may need to proceed initially without a full complement of staff, I.T. systems or other assets.  Taking into account the impact on the customer and the RTO for the product/service you may need to assess the minimum requirements upon resumption for each product/service in terms of:
· Number of staff

· Accommodation/furniture required, e.g. desks and chairs

· Number of telephones and fax machines

· Access to relevant I.T. systems/availability of laptops

Please also list critical assets, e.g. specialist equipment, paper records.

Please complete TABLE E for each product/service.

TABLE E
	Key Product/service
	Recovery Time Objective
	Staff (post titles)
	Work Space (Desks/Chairs)
	Communications
	I.T.
	Other

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


6. Depending on the scale of the disruptive incident you may be unable to bring all products/services back on-line at once and it may be necessary to prioritise.

To help put your products/services in order of priority please see APPENDIX 2 for more information around potential criteria.

Now consider each of your products/services against the criteria and indicate by means of 1st / 2nd / 3rd / 4th etc. under each heading in TABLE F.

TABLE F
	Product/Service
	Financial
	Operational
	Reputational
	Customers / Suppliers
	Competition
	Staffing

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


7. Giving consideration to where the majority of your 1st / 2nd / 3rd / 4th etc. fall, please list your key products/services in order of priority.
TABLE G
	ORDER OF PRIORITY

	Product/Service
	RTO (from TABLE D)

	
	

	
	

	
	

	
	

	
	

	
	


APPENDIX 1 – Risks/Threats

	Types of Risk
	Likely Impacts
	Likelihood

	Pandemic Influenza / severe weather / loss or reduction of fuel supplies / lottery syndicate
	Reduction in staffing resources
	H = Probable

	Fire / flood / bomb threat or damage / loss of utilities / site disruption
	Denial of access to building
	

	Power outage / telecoms outage / I.T. outage
	Data loss / loss of I.T. / loss of telecoms
	M = Possible

	Theft / vandalism / lack of maintenance contract
	Loss, damage or unavailability of critical equipment
	

	Loss or reduction in fuel supplies
	Inability to deliver out / lack of supplies in
	L = Rare

	Financial recession / poor partner business continuity arrangements / receivership
	Loss of key suppliers
	


APPENDIX 2 – Criticality Criteria
	CRITERIA
	WHAT TO CONSIDER

	Financial
	Any disruption to your business could have a negative impact on revenue:-

· What are your most profitable products/services?

· Which products/services carry the highest financial penalty for non-delivery?

	Operational
	A disruption in one area can result in a chain of operational disruptions:-

· Which products/services if not delivered would cause the most operational disruption?

· Which products/services would have a knock on effect to other parts of the business if not delivered?

	Reputational
	The way in which you deal with a disruption can affect your reputation leading to either a steady decline in demand or a loss of major customers overnight:-

· Which products/services if undelivered would cause the most reputational damage?

· Which of your customers would complain the loudest?

	Competition
	During a disruption those in competition with you may seize the opportunity to take your business:-
· Which products/services are unique to your business?

· Which of your products/services are competing in a highly competitive market and a loss to competitors would impact significantly?

	Staffing
	During a disruption some staff may have nothing to do until the situation is resolved:-
· Which products/services if lost would have the biggest impact on staff remaining idle?

· Which products/services if lost would create the greatest uncertainty in the business leading to staff leaving for more secure work?


You should take all findings into consideration.  However it is very likely that the products/services which are your most profitable will be of the highest priority.
