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Sending and Receiving Files using CryptShare

' cryptsha e File Transfer




What is CryptShare?

Cryptshare enables users to exchange large files of up to 2GB. All transfers are
strongly encrypted and are made even more secure with authentication using
passwords.

Cryptshare provides log files allowing the authority to audit and trace all activity, for
example who, when, where to and from, plus details of the file size and type.

Cryptshare is also a two way street: We can allow access for our customers, clients
and business partners enabling them to transfer files back to you into your e-mail
domain without creating user accounts or complex encryption algorithms. It is quick,
easy and safe.

Sending files securely using CryptShare

1. Open Internet Explorer

2. Go to https://cryptshare.northumberland.gov.uk

The following will be displayed:-

W English +5Start +About

Transfer files easily and quickly

To transfer files to another person, please choose 'Provide'. If vou
have received a transfer ID and you would like to get the
corresponding files, please choose 'Retrieve’.

Retrieve
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https://cryptshare.northumberland.gov.uk/

3. Click on Provide

You will be asked to provide your contact details as shown below:-

WP English

n Sender B Recipients E] Files ] Done

Please provide your contact information. The recipients may use this
information to contact you and get the password.
Your name: ||
Your phone #: -
Your e-mail address:

< Save these inputs for 30 days.
Notes:

& All fields are mandatory.
o Inputs will be stored in a cookie
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4. Enter your contact details in the fields provided
. Continue
5. Clickon -

IMPORTANT

If this is the first time you are using cryptshare or if the verification has expired after 30 days,

you will be sent an email containing a verification code.



The following screen will be displayed.:-

@ cryptshar & File Transfer

#Stark +about

™ English

The e-maill address provided has not been verified with this browser,
or the verfication has expired after 30 days.
an  e-maill containing a verification code has been sent to
Anthony Liddane@northumberland.goyv.uk', Please enter the code
below to complets the verification process,

Verification code:  GrokkRwp]
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@ crypt share
6. Type in the verification code that was sent to you via email if it is not already

entered

7. Click on



11.

The following will be displayed:-

Enter the e-mail adresses of the reapents separated with a delimiter
{such as ;). You can insert e-mail ists from external sources using the
chpboard.

In the lower area define a password which s used to recewe the
transfered files. On completion the reapients will recieve a message in
the selected language informing them about the provided fles. You can
add an additional comments to this message.

Input field for recipient addresses:

enter email address here

Password: TTIITIL]

Repeal: S ———
(Minemum 2 characters)

Comment for the recipients:

(This message text will ba transferred unencrypted)
Subject

Hellg, this is the file

Message

Here's the file we discussed, please review it and let me know your
thoughts

Language of notification: German

# English

In the Input field for recipient addresses type in the email address for the
recipient

More than one recipient may be entered if separated by a semi colon

In the Password field, type in a Password for the file

In the Repeat field, re-enter the Password for file to confirm

In the Subject field, type in a subject for the message



12.  In the Message field, type in a message to be sent with the file to the recipient

The subject and message will be sent unencrypted.

13.  Click on

The following will be displayed ready for you to select the file to send.:-

NorThumBeRIAND A3

Northumberland County Council o ' Al
F . \

WP English

£l sender EJ Recipients B Files [] pone

Select the files you want to provide. Please note that the maximum
tranfer volume (sum of file sizes) is 1000MB.

File: (No file selected)

+ Expose filenames in notification mails
+ Inform me as soon as a file has been retrieved

" Discard cryptshare cookies after upload

= N
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14.  Click on the folder icon



15.  Browse to where your file is stored, click on the filename

16.  Click on [ Open |+

The following will be displayed.:-

Selected file is
displayed

NorThumBERIANG A

Northumberland County Council A b

W English

El sender [H Recipients B Files E¥Done

lect the files you want to provide. Please note that the maximum
tranfer volume (sum of file sizes) is 1000MB.

File: Softplay text.doc =3

+ Expose filenames in notification mails
< Inform me as soon as a file has been retrieved

_ Discard cryptshare cookies after upload

e o
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17. Click on m

The following will be displayed:-

BEFIME I
o cryptshare




@ cryptsh: ' File Transfer

W English +Start +About

The files have been stored and encrypted. They will be available until
September 27, 2010. After that, they will be deleted automatically. A
notification has been sent to

» Anthony.Liddane@northumberland.gov.uk

containing your telephone number. The recipients will contact you for
the password in order to retrieve the filas.

New file transfer

@ crypt-

. ) ) New file transfer o
18.  The file upload is complete, click to initiate

another upload if required

Receiving a file from CryptShare

The file recipient will receive an email like the one shown below to inform them that a
file has been provided through cryptshare. It states the date the file will be available
for download until and that a password is required to be able to download it. The
recipient should contact the sender for the password (the sender’s contact
details are in the email).



- 7

5 2 k] $ B Meeting 23 nfo 5 To Manager N3 G Rules ~ » [N v aja 34 Find ©
f . o (34 Team E-mail o Done ] M onenote e . By Related - )
~ Delete  Reply Reply Forward &, - = x | Mowe Mark  Categorize Follow | Translate Zoom
I&J“"“ i Mo (3 Reply & Delete 7 Create Mew = T B acions = | Unread 2 s & I3 select -
\ Delete Respond Quick Steps El Have Tags = Editing Zoom
firam: cryptshare Server <eryptShare@northumberland. gov ks Sent: Fri 17/09/2010 11:32
The Liddane, Anthony
ok
subject Hello, this is the file

Dlear Sir or Madarm,
i

F\\:es have been provided to you by Paul Williams, you can download the files until September 27, 2010, After their expiry date the files will be deleted
au‘nmatically‘ The file transfer is secured by encryption.

& password is required to access the files. You can ohtain this password from the sender via phone:
01670 533324

L. Direct Download

1. You can retrieve your files by clicking on this link:
https: ffsftp northumberand.gov.uk/downloadl.php?id=2eSp0s12yB&lg=en

11. Manual Download

1. Open the website https:/fsftp .notthumberland .gov.uk in your browser
2. Click on "Retrieve”
3. Enter the transfer ID 2eSp0s1Zy8 and the password to access the files provided for you

Motes from Paul williams:
Here's the file we discussed, please review it and let me know your thoughts

The following files have been provided:
« Usermanual_cryptshare_2.4.3.pdf
This message has been generated automatically.

Morthumberland made the following annotations

Morthumberland added fact: Now You Can Do It Online |

Ve are committed to making all of our services easy to access and easy to use online. We have grouped together our most popular online requests: Library
Books, School Admissions, Household Waste Pass, Reporting Road [ssues and moare. ..

Go to: hittp: ffwww northumberland.gow.uk

Morthumberland added disclaimer: This email is intended solely for the individual or individuals to whom it is addressed, and may contain confidential and/or
privileged material. If you are not the intended recipient you are notified that disclosing, copying, distributing or taking any action in reliance on the contents of
this email is prohibited. If you receive this email in error, please contact the sender and delete the email from any computer. All email communication may be
subject ta recarding andfor monitoring in accordance with internal policy and relevant legislation.

Please, consider your environmental responsibility. Befare printing this e-mail ask yourself: "Do I need a hard copy?"

(£ covptshare server iy =

Direct Download

If you select Direct Download the Transfer ID is entered automatically and only the
password need to be entered.

1. Click on Direct Download or the link specified in the email

The recipient will be asked for the password.-



crypt.:.--; |d File T.".E.'nsx"saﬂr

B Erglizh

+Start +About

Flease enter the transfer 10 and the password to decrypt and
download the files. To get the password, please contact the person
that provided the files. Please refar to the notification e-mail for
contact information.

Transfer ID: | 2e5p0s ZyE

Password:

Motice: All fields are mandatory.
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2. Type in the Password

3. Click on

4. Click on the file to download



e File Transfer

+5tart +about

File to download

k' s n .
", The following files are stored under this transfer ID, Please click on 2
“fllenarme to start the download.
.

@J Usermanual_cryptshare_2.4.3.pdf (740.5KB)

These files have been provided on September 17, 2010 and are
available until September 27, 2010,

ad to Northumberland County Council () 2010 befing Solutions AG

o csrprt share

B N
Fie Dowrioad_ o AR . . e

Do you want to open or save this file?

@ _.,j Mame: Sending files securely using CryptShare.doc
== Type: Microsoft Word 87 - 2003 Document, 1.46MB

i From: sftp.northumberland.gov.uk

COpen ][ Save ] [ Cancel ]

I_:-' 1 While files from the Intemet can be useful, some files can potentially
harm your computer. f you do not trust the source, do not open ar
save this file. What s the rigk?

5. Click on to open the file or to save it to a folder

6. Click on to close Cryptshare

Manual Download

Follow the instructions in the email for manual download. When choosing Manual
download the Transfer ID must be entered. This is specified in the email informing
you that there is a file to download.



1. Click the link https://cryptshare.northumberland.gov.uk from the email

The following will be displayed:-

NORTHUMBERIANG y.~ L

Northumberland County Council

W English

n Transfer ID B pownload

Please enter the transfer ID and the password to decrypt and
download the files. To get the password, please contact the person
that provided the files. Please refer to the notification e-mail for
contact information.

Transfer ID:

Password:
Notice: All fields are mandatory.
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G ci Fi;pts;’mre

2. Type in the Transfer ID
3. Type in the Password

5. Click on the file to download


https://sftp.northumberland.gov.uk/

File Transfer

B Erglish 2 Start +about

File to download ansfer 10 [P Downloa

N\

The following files are stored under this transfer 1D, Please click on a
lenarmea to start the download.

@ Usermanual_cryptshare_2.4.3.pdf (740.5KB)

These files have been provided on September 17, 2010 and are
available until September 27, 2010,

=nsed to Mothumberland County Council (c) 2010 befine Salutionsz AG

BEFME -
o crypt-iae

- — )
File Download —__. I

| |

Do you want to open or save this file?

@_j Mame: Sending files securely using CryptShare.doc
= Type: Microsoft Word 97 - 2003 Document, 1.46MEBE
From:  cryptshare .northumberland.gov.uk |

[ Cpen ][ Save ][ Cancel ]

ham your computer. f you do not trust the source, do not open or

l.--"gl While files from the Intemet can be useful, some files can potentially
save this file. What s the risk?

6. Click on to open the file or to save it to a folder

7. Click on to close Cryptshare

Email Notification for Sender



Once the file has been downloaded, the sender will receive email notification like
shown below:-

e — B ——— Bl
= ile has been downloaded: : Usermanual_c are_2.4.3. - Meszage
ﬁ File has been d loaded: : Ll I_cryptshare_2.4.3.pdf - Message (HTML] |CI|E|
ge
e }J : % B Meeting 3 To Manager (& Team E-mail 53 Rules - [-'_‘ Mark Unread | a%) 44 Find
- £ Done [ Reply & Delete L] N]onenote 55 categorize - 2 Related -
| &Junkv Delete | Reply Reply Forward ¥ piore + il —1| Move . Translate Zoom
All o & Create New - = |2 Actions ~ | ¥ Follow Up ~ - g Select =
Delete Respond Cruick Steps " Mave Tags 1l Editing Zoom
From: aypishare Server <aryptshare @northumberland. gov.uk= Sent: Fri17/09/2010 11:34
Ta: Williams, Paul
Ca
Subject: File has been downloaded: : Usermanual_cryptshare_2.4.3.pdf

Dear Sir or Madam,

The download of a file ('Usermanual_cryptshare_2.4.3.pdf") that you provided for Anthonv.liddane@northumberland.gov.uk has been completed. Please
note that this does not imply that the user has saved the file correctly.

This message has been generated automatically.

Northumberland made the following annotations

Northumberland added fact: Now You Can Do It Online !

We are committed to making all of our services easy to access and easy to use online. We have grouped together our most popular online requests:
Library Books, School Admissions, Household Waste Pass, Reporting Road Issues and more...

Go to: http://www.northumberland.gov.uk

Northurmberland added disclaimer: This email is intended solely for the individual or individuals to whom it is addressed, and may contain confidential
and/or privileged material. If you are not the intended recipient you are notified that disclosing, copying, distributing or taking any action in reliance on
the contents of this email is prohibited. If you receive this email in error, please contact the sender and delete the email from any computer. All email
communication may be subject to recording and/or monitoring in accordance with internal policy and relevant legislation.

Flease, consider your environmental responsibility. Before printing this e-mail ask yourself: "Do I need a hard copy?”




