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Privacy settings

Facebook allows you to decide which content you wish to share and with whom. You can
share anything with:

e Everyone (Public),
e Friends of Friends, or
e Friends only.

You can also create lists of friends and just share some content with these — see later.

Privacy options

Media [{ Linkedin & Leaming Pool & RGBstock [ SXC [ Stock Photography [ L&

, Bob Home Find Friends ac

Privacy Shortcuts Q

“ Who can see my stuff?

E Who can contact me?

d Things That M ° How do | stop someone from
bothering me?

See More Settings
~-Jee more

‘Who can see my stuff?’

Bob Home Find Friends

Privacy Shortcuts

Who can see any posts that are created
from this point forward?

\' ,'| ‘ ]
N Who can see my stuff?

Who can see my future posts?
2 Friends v

What are the settings for posts to date?

Where do | review who can see or find things
I've posted or been tagged in?
Use Activity Log

What do other people see on my Timeline?
"Preview my Profile" - A useful tool - /' it
which lets you see your proflle as B i i
someone else would. If in doubt use
th|S tOOl tO CheCk_ 5] How do | stop someone from

bothering me?

See More Settings
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Privacy Shortcuts Q

| Gl
;E

ﬁﬁzt):lct the mails that you have in your >

Restrict who can send friend requests to

you {8

Blocking users

Who can see my stuff?

Who can contact me?

Whose messages do | want filtered into my
Inbox?

@ Basic Filtering - Recommended
Mostly friends and people you may know

O Strict Filtering
Mostly just friends — you may miss
messages from other pecple you know

Who can send me friend requests
s Friends of friends v

How do | stop someone from
bothering me?

See More Settings

Bob Home Find Friends a:

Privacy Shortcuts Q

A
=

Blocking users using this option will
unfriend them and they will no longer be
able to see any of your content -

The privacy pane

Privacy Settings and Tools

Who can see my stuff? Who can see your future posts? Friends

Review all your posts and things you're tagged in

Limit the audience for posts you've shared with

friends of friends o
Who can contact me? ho can send you friend requests? Friends of friends

Whose messages do | want filtered into my Inbox? Basic Filtering
Who can look me up? 0 can look you up using the email address you Friends

Wha can look you up using the phone number you Friends

provided?

Do you want other search engines to link to your No

Timeline?

Personal details

Who can see my stuff?

Who can contact me?

How do | stop someone from
bothering me?

You can block someone to unfriend them and
prevent them from starting conversations with
you or seeing things you post on your
Timeline.

h

Add name or email
View All Blocked Users

See More Settings

Edit

Use Activity Log

Limit Past Posts

Edit

Edit

Edit

Edit

Edit

In your profile it is advised that you do not put Northumberland County Council as your
employer. Do not display your phones number, e-mail, IM details etc as these could make

your personal details accessible to others.

Staying Safe on Facebook




NORT]’)L[(T)BQRJAN@ ////§ Learning &

Organisational
Northumberland County Council . Development

Accepting invitations

Friends

As a rule of thumb you should only add friends who you know or who are known to your
friends. If you don’t know them and are confident that they are genuine, you could message
to ask how they know you.

It is up to you to decide the demographics of your friends list and who you accept or reject
request from

Pages

Invitations to like Facebook pages usually come from individuals who share the same
interests or hobbies. You can change the privacy of liked pages by category. For example,
you may choose to hide pages that show your sports preferences from Public view to Friends

only.
Edit Privacy of Sports
Sports teams A~
Athletes A~
Sports g
Learn More
1 ’
Apps

There are many games on Facebook that people enjoy. These are often programmed to send
invitations to join them to your Friends. This can be annoying for the people receiving them,
so check your settings on any game app. Individuals can block apps by using Blocking (see
below). Liking apps can sometime result in other apps having access to your profile. Be
aware of what you are signing up to.

Staying Safe on Facebook
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Photos

It is possible to set different levels of views for your photos. This is especially important if you
are showing personal pictures eg family, friends, work, etc

You can go through your old albums and change the privacy setting for each one, including
your Wall Photos.

Options exist to share the photos with everyone, friends or customer settings. ‘Only Me’ is
used when you are editing an album before release. Again custom lists can be used.

namvury

7 photos
@ Public
v 3 Friends
& only Me
# Custom

4} Family
¥ Cardiff Area

Custom settings allows sharing with ‘Friends of Friends’, with specific lists and to avoid
sharing with specific friends or lists.

Custom privacy

" Share this with
These people or lists  Friends v

Note: anyone tagged and their friends can
also see this post.

¥ Don't share this with

These people or lists

EEVCRELLECE | Cancel
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Tagging
One of the features of Facebook is the ability to ‘tag’ users, or highlight them within a photo.
This will then show on their timeline and their friends will then see the tagged photo.

The downside of this is that, on occasions, other may tag you in a photo that you may not
want people to see.

Your settings can be changed for tagging to allow you to approve tagging before photos are
live.

Timeline and Tagging Settings

Who can add things to my Who can post on your timeline? Friends Edit
timeline?

Review posts friends tag you in before they appear Off Edit
on your timeline?

Who can see things on my Review what other people see on your timeline View As
timeline?

Who can see posts you've been tagged in on your Friends Edit

timeline?

Who can see what others post on your timeline? Friends Edit
How can | manage tags Review tags people add to your own posts before Off Edit
people add and tagging the tags appear on Facebook?
suggestions?

When you're tagged in a post, who do you want to Friends Edit

add to the audience if they aren't already in it?

Who sees tag suggestions when photos that look Unavailable
like you are uploaded? (this is not yet available to
you)

Likewise you can also restrict who sees the tagged photo along with the friends of the person
who has uploaded it.

Staying Safe on Facebook
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Blocking

Facebook allows a wide range of options to block certain items. This includes:
e Adding users to a restricted view of your profile
e Blocking users
e Blocking app invites
e Blocking event invitations
e Blocking apps

o% General
{3 Security

[ Privacy
{7 Timeline and Tagging
@ Blocking

@ otfcaions Select the ‘See more settings’ from the drop down menu and click on

[ Mobile

Followers BIOCklng

&) Apps

[ Adverts

Payments

&% Support Dashboard
5 Videos

This will give access to the blocking options:

Staying Safe on Facebook
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Manage blocking

Resfricted List When you add friends to your Restricted list they can only see the information and Edit List
posts that you make public. Facebook does not notify your friends when you add
them to your Restricted list

Block users Once you block someone, that person can no longer see things you post on your
timeline, tag you, invite you o events or groups, start a conversation wit
add you as a friend. Note: Does not include apps, games or groups you both
participate in

1You, or

Block users Add name or email m

Block app invites Once you block app invites from someone, you'll automatically ignore future app
requests from that friend. To block invites from a specific friend, click the "Ignore all
nvites from this friend” link under your latest request.

Block invites from  Type the name of a friend...

Block event invitations Once you block event invitations from someone, you'll automatically ignore future
event requests from that friend

Block invitations from  Type the name of a friend...

Block apps Once you block an app, it can no longer contact you or get non-public information
about you through Facebook. Learn more

Block apps  Type the name of an app

= Candy Crush Saga Unblock
= Odd Socks Unblock
= Farm Heroes Saga Unblock
= FarmVille 2 Unblock

Limiting past posts

It is possible to make private en-masse all your previous Facebook posts that you have
allowed to be open in the past.

Select the ‘See more settings’ from the drop down menu and click on ‘Limit past posts’. The
following will be displayed. If you are happy for all your posts to be restricted to ‘Friends’, then
simply click the button.

Privacy Settings and Tools

Who can see my stuff? Who can see your future posts? Friends Edit
Review all your posts and things you're tagged in Use Activity Log
Limit The Audience for Old Posts on Your Timeline Close

/,‘\ If you use this tool, content on your timeline you've shared with friends of friends
£ or Public will change to Friends. Remember: people who are tagged and their
friends may see those posts as well.

You also have the option to individually change the audience of your posts. Just
go to the post you want to change and choose a different audience.

Leam about changing old posts

Limit Old Posts

Staying Safe on Facebook
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Lists are a useful method of restricting who sees specific items on your wall. For example
you may wish to share holiday photos with just your family, or talk about work events with just
your colleagues. There are often pictures that perhaps you don’t want everyone to see.

Facebook will create lists based on your personal information, but you can also create your

own.

Friends

£ Family

4 Highdown School

o Yell University

+r Close Friends

| @ Cardiff Area

¢ Panasonic System Networks UK
= Acquaintances

© Restricted

=+ Create List

See all friends

Create New List

Create a list of people so you can easily share with them and
see their updates in one place.

List name

Members YWho would you like t

Lists can then be used as another option for sharing photos, restricting tagging and limiting

posts.
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